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ABSTRACT

The diffusion of Internet-enabled devices (e.g., smartphones, game
consoles, virtual reality (VR) headset, etc.) among adolescents and
children has raised several concerns about users’ safety, as well
as about their awareness on potential online dangers. Besides the
numerous digital education initiatives, we believe that learning by
facing real-life situations would be more effective in understanding
safe and correct ways to engage with others online. In this context,
we propose Safe Digital Teens, an application composed of different
scenarios inspired by real-life situations through which users can
learn to face potentially harmful circumstances in a virtual and
protected environment. We also present and discuss the results of
a preliminary user study.

CCS CONCEPTS

« Human-centered computing — User interface program-
ming; User studies; « Applied computing — E-learning.
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1 INTRODUCTION

Interaction with technology is an increasingly widespread and
precocious reality among adolescents and, in some cases, even
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among children [5]. Children and adolescents, approaching the
digital world, expose themselves to a broad spectrum of online
content and interactions [13]. Furthermore, this growing tendency
proves significant for parents, who often face the complexity of
representing constructive and instructive “digital” reference mod-
els and regulating their children’s use of such devices [36]. This
scenario poses educational and safety challenges, highlighting the
importance of developing a responsible and aware entrance into the
digital world for the adolescent user. An effective response could
be adopting a psycho-educational approach based on responsibil-
ity [12]. Teaching young adolescents the importance of conscious
use of technology and its potential dangers can be essential in train-
ing a new generation of digital users and citizens [17, 32]. This
education is not limited to the mere technical understanding of the
digital environment [11] but includes the promotion of critical and
aware thinking about the contents provided to the web and that it
provides to us [13].

Going into specifics, young people are exposed to various dan-
gers when they enter the digital world, including online solicitation,
both for sexual purposes and to steal content and data. In the liter-
ature and recent reports at the global level, it is documented that
approximately 13-19% of girls and boys fall into catfish traps with
fake profiles or are involved in grooming [38] and these numbers
are growing exponentially: 10.2 million reports related to online
child exploitation in only 2017 [34]. Sexting may also generate
non-consensual pornography problems, developing into anxiety
and depression [18] in addition to legal consequences. Furthermore,
adolescents fall victim to having personal data stolen from their ac-
counts. Then this data is used through online scams to steal money,
or they are exposed to phishing [12, 31] because they provide per-
sonal and sensitive data without concerns about their accessibility
to everyone. Facilitated access to unsafe content is demonstrated on
some platforms that allow minors to access deep web portals where
they can purchase anything, including weapons and drugs, or they
can have access to pornographic content. For example, Telegram is
emerging as a new digital criminal marketplace [28].

The idea of online sharing is also supported by constant geolo-
cation, which allows teenagers to know where they are and with
whom. On the one hand, this function can be employed benev-
olently, such as by parents to monitor the whereabouts of their
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children. On the other hand, this can represent a severe privacy
problem and a good tool for those with bad intentions, like stalking
them and letting them know where they are in real time [20].

The net makes people increasingly connected but can also rep-
resent a means of disconnection. More and more teenagers demon-
strate that they have many online friendships but little in-person
contact. Online gaming can lead to isolation and alterations in the
sleep-wake cycle, leading to depression if carried out without reg-
ulation by parents [26]. This phenomenon has also worsened due
to the COVID-19 pandemic, which has forced all adolescents into
lockdown at home [14] and at the extreme it leads to the hikikomori
phenomenon [21]).

Bullying also moved to social media and online, with 20-40% of
American youth experiencing cyberbullying at least once in life [37].
Negative comments and verbal violence are displayed on public
pages even more extensively than in school environments, with
grave consequences for the victims: they are ridiculed and attacked
by multiple bullies hiding under false nicknames and fake profiles.
Instead, the famous group of spectators is often the entire social
channel [7], so the victim remains helpless, and the virtual crowd,
including victims themselves, often does not report abuse [33].
Also new social phenomena are emerging, presenting potential
dangers. Adolescents, motivated by the desire for increased social
media followers or influenced by peer pressure, may engage in
life-threatening challenges [4].

Last, the use of social media leads adolescents to control partners
and create friendships incorrectly, with unwritten rules of personal
disclosure [8]. Often, these kids could argue or end friendships
over a like or a comment on social media for the wrong person or
whether they are included in a particular online group [40].

Social media offers opportunities for building relationships when
used wisely with guidance and education. Thus, the new genera-
tions require support from schools or parents due to the potential
dangers they face. However, traditional methods might not be suf-
ficient or engaging. To address this issue, we propose and test an
innovative and interactive approach, i.e., an app, Safe Digital Teens,
about online dangers. This app would teach young people to face
potentially harmful situations in a virtual, protected environment.
Safe Digital Teens acts as an educational and reflection tool for ado-
lescents regarding the dangers deriving from the use of technology.
The app aims to help adolescents (15-16 y.o.) to fully understand
the consequences and challenges connected to the use of social
media and the more general sharing of online content. The app
also wants to stimulate critical reflection on the choices carried out
daily during interaction with digital platforms. The final aim is to
obtain an app for a language suitable for a wider target age group
of teenagers exposed to online opportunities and also risks, like
boys and girls from 11 years to 16 years [27].

The remainder of this paper is organized as follows. Section 2
presents a review of the relevant literature. Section 3 discusses the
methodological aspects of our research, including the app develp-
ment and the methodology used to test the app usability and user
experience (UX). Section 4 presents the results on usability and UX,
which are discussed in Section 5. Finally, we draw our conclusions
and present some future research directions in Section 6.
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2 RELATED WORK

According to a report written by the Pew Research Center in
2023 [1], the percentage of teenagers who are almost constantly
online has doubled since 2015, raising several concerns about their
online safety while using electronic devices (e.g., smartphones,
game consoles, virtual reality (VR) headset, etc.) and online social
networks (OSNs). In this context, Wisniewski et al. [39] analyzed
42 features of 75 Android applications designed to promote adoles-
cent online and mobile safety, mapping them against the proposed
framework, namely Teen Online Safety Strategies (TOSS), com-
posed of parent mediation and teen self-regulation strategies. Their
findings showed that most of the considered applications adopted
parental control over teen self-regulation, failing to teach teenagers
the skills needed to engage correctly and safely in online spaces.

Indeed, the perception of the boundaries of teens’ privacy widely
differs between parents and adolescents, with the latter feeling that
their electronic devices (and the content stored within, e.g., text
messages) should be private [9]. Moreover, parents often underes-
timate - or are even unaware of - the children’s use of electronic
devices and the applications installed in them, including the (on-
line) social circle of the adolescent (i.e., group of people who are
socially connected) [3]. In this scenario, Gosh et al. [15] observed
that parental control applications have a low adoption rate, con-
firming that teenagers often dislike them as they are considered
too restrictive and invasive for privacy.

Considering the issues of parental control applications, some au-
thors investigated how to balance adolescents’ need for privacy and
their safety and security. For example, McNally et al. [29] - acknowl-
edging that children are stakeholders in monitoring applications
- involved 12 children aged 7-12 in two co-design workshops to
envision future monitoring software designed to be acceptable by
children and adolescents while offering privacy and teen-centric
features, i.e., methods to cope with risks or notifications in case
of harmful behaviors. Gosh et al. [16] proposed Circle of Trust,
an Android app that splits contacts into safe and unsafe and in-
troduces machine learning (ML) based technology (e.g., Amazon
Comprehend and Amazon Rekognition) to detect toxic and harmful
content in adolescents’ communication. In this way, Circle of Trust
shows the content of the communications to parents only in some
cases, i.e., those from or to untrusted contacts, messages flagged as
harmful, thus increasing the teenagers’ trust and control over their
privacy.

Beyond the use of external strategies, education remains a strong
weapon in developing a responsible generation able to face the
ever-new challenges posed by online spaces (e.g., the metaverse,
etc.) [10]. In this context, the scientific community and compa-
nies have shared several digital citizenship tools and educational
programs, such as Google’s “Be Internet Awesome”, Meta’s Mes-
sanger Kids, and Common Sense’s Digital Citizenship Curriculum.
In this direction, our work advances the current state-of-the-art,
presenting Safe Digital Teens, an educational app based on direct
and acyclic graphs representing scenarios inspired by real-life situ-
ations through which users learn safe behaviors and correct ways
to engage with others (online).
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3 METHODS

In this section, we provide some details about Safe Digital Teens,
and present the experimental procedure to test usability and UX of
the app in a sample of teenagers.

3.1 App Development

Safe Digital Teens is an app developed in Flutter, the cross-platform
framework released by Google in 2018. The application provides
users with some cards (e.g., Scenario 1, Scenario 2, etc.), each repre-
senting a scenario based on real-life situations (e.g., “You are added
to a Whatsapp group where many of your friends are. You didn’t ex-
pect that. How do you react?”). Once the user starts a scenario, after
a brief initial presentation, he/she can proceed by choosing one of
the available answers (e.g., “It’s ok for me, I stay in”, “I exit from the
group’, etc.) (see Figure 1a). Based on that choice, the application
shows the next step. This sequence is repeated until the final step is
reached, which can have either a positive (e.g., ‘T talk to my parents
and we report the user”) or negative outcome (e.g., ‘I closed my ac-
count, and I'll no longer do that, even if I liked”). Once the final step
is reached, the application provides users with a brief explanation
of the outcome with a view on education and risk prevention (see
Figure 1b). Finally, users can review all their choices, each with an
indication of severity (green, yellow, or red) and, in some cases,
even with a motivation (e.g., “I'm asking my friend to do an unfair
action”). A comprehensive example is presented in Figure 1. The
topics of the scenarios are briefly described below.

(1) New Whatsapp Group: this scenario investigates the social
dynamics within WhatsApp groups, focusing on peer exclu-
sion and friend loyalty themes, such as online discussions
or collateral screenshots exchange interactions.

(2) New Follower: this scenario examines the potential risks
of online grooming, including exposure to non-consensual
pornography and possible catfishing or stalking in the real
world.

(3) Cyberbullying: in this scenario, an adolescent faces hypo-
thetical negative comments and online insults directed at
their content. The individual must decide how to respond
to such cyberbullying through aggression, thereby perpet-
uating a negative cycle, or by taking appropriate security
measures, and maintaining their interest in posting content.

(4) Loyalty Test: it explores the social dynamics within a teenage
couple, where one partner attempts to control the other’s
behaviour and test their loyalty using fake profiles or involv-
ing friends. The final message is that using social media for
such purposes is generally dysfunctional and disrespectful
to the partner, regardless of their loyalty.

(5) Online Gaming: this scenario presents various choices in
online gaming that could expose adolescents to phishing,
downloading viruses, or illegal and age-inappropriate con-
tent (such as violent or pornographic videos). Additionally, it
explores the impact on real-life friendships and the potential
disruption of sleep/wake cycles and academic progress due
to late-night gaming.

(6) Stealing content: users are prompted to carefully consider the
public sharing of their online content and the risks associated
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with the dissemination of their content by others, including
identity theft.

(7) Real-time Geolocation: this scenario involves sharing per-
sonal location information with unknown users on Snapchat,
potentially leading to physical stalking or actual theft while
the user is away from home.

(8) Exes and Social Networks: Ttis scenario explores the situ-

ation of an ex-partner who engages in online stalking and

threatens to inflict non-consensual pornography.

Challenge: this scenario begins with the Black Out challenge

on TikTok, which poses potential life-threatening risks. It

presents various choices, including whether or not to partic-
ipate in the challenge, influenced by personal motivations
and peer pressure.

—
O
~

In general, the positive outcomes of the scenarios involved asking
for help, at least from friends and parents, to deal with online
difficulties, even by turning to the authorities or to secure oneself
by removing oneself from a possible danger.

The application already supports both Italian and English, de-
pending on the system language of the mobile device where it is
running. Scenarios can be written in any language.

3.2 Participants

Data collection occurred at a local scientific high school in North
Italy on 13th May 2024. We recruited 22 teenagers from a second-
year class to test the app (13 females = 59% and 9 males = 41%; age M
= 15.45, SD = 0.51; years of education = 10). The research activities
took place in their classroom during school hours. Data collection
was carried out in agreement with the institutions and with the
consent of the parents of minor users. Parents have received and
provided the Informed Consent for participation of their children in
the study. The experimental procedure was approved by the Ethics
Committee for Psychological Research of University of Padua.

3.3 Experimental Procedure

The users’ test of the app was articulated in three main phases, as
follows.

3.3.1 PHASE 1: use of Safe Digital Teens. After a short presen-
tation of the project, the adolescents tested the application. The
class received 11 smartphones with preinstalled Safe Digital Teens.
Students were then divided into couples and provided with a phone.
Adolescents were free to interact with the application and con-
sult each other regarding the answers to the different scenarios.
This phase ended when all groups of users completed the available
scenarios.

3.3.2 PHASE 2: questionnaires’ administration. Teenagers were
asked to answer to the following questionnaires to collect personal
information and obtain feedback about their overall experience
with the app:

o the ad-hoc demographic questionnaire collects information
such as gender, age, ownership of digital devices, freedom of
use of these technological tools, number and type of social
accounts, and time spent online on various devices (e.g.,
mobile phone/tablet/PC/VR headset/game console) for social
or gaming purposes;
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Figure 1: Scenario 1 of Safe Digital Teens: (a) First Step (b) Final Step (c) Feedback. The situation presented in the first step is
“You are added to a WhatsApp group where many of your friends are. You didn’t expect that. How do you react?”. The available
answers are “It’s ok for me, I stay in” and “I exit from the group”. The presented final (negative) outcome is “Discussions often
result in arguments, and I may lose a close friend. ”. In some cases, the application motivates the outcome of an answer. In the
presented case, the situation is “A few days later, a close friend of yours informs you that someone is talking ill of you in the
group and sends you the screenshots” and the user’s answer is “I ask my friend to stay in the group and let me know what they
say”. This answer is not a fair choice among those available and the motivation is “I am asking a friend of mine to do an unfair
action”.

o the ad-hoc evaluation questionnaire consists of a series of
items with answers on a 5-point Likert scale from 1 (“not
at all”) to 5 (“yes, a lot”) that collect the opinions of users
on the application (e.g., whether the app addresses current
issues and is useful for the target group of teenagers);

o the System Usability Scale (SUS) [6] evaluates the usability
of the app and consists of 10 items evaluated on a 5-point
Likert scale to report agreement with sentences, ranging
from 1 (“strongly disagree”) to 5 (“strongly agree”). It provides
an overall score that reflects the ease of use and applicability
of the system with sentences such as “I found the system
very simple to use”;

o the User Experience Questionnaire (UEQ) [25, 35] provides
a comprehensive view of the experience with the interactive
product. The 26 items are made up of pairs of adjectives
with opposite meanings divided into 6 topics: efficiency, per-
spicuity, reliability, novelty, stimulus, attractiveness (e.g.,
“impractical — practical”, “boring — exciting”), with a response
scale of seven points. Results can be interpreted by compar-
ing the obtained scores with a benchmark data set containing

data from 20190 users from 452 studies concerning different
products (business software, web pages, web shops, social
networks);

o the User Engagement Scale-Short Form (UES-SF) [30] mea-
sures user engagement with digital technology across four
factors: focused attention, perceived usability, aesthetic ap-
peal, and reward factor. It is a self-report measure composed
of 12 items rated on a 5-point Likert scale, ranging from
1 (“strongly disagree”) to 5 (“strongly agree”). A total score
and scores for each of the four subscales are calculated by
summing the single item scores.

3.3.3 PHASE 3: Focus group. Focus group on the effects of the
use of technology was led by an expert psychologist. Teenagers’
suggestions supported the research to be as current as possible and
aligned with the needs of modern adolescents, as well as to im-
prove any critical issues and weaknesses. The social scenarios with
which the participants interacted while using Safe Digital Teens
were explored and discussed in a participatory manner. Specifically,
the scenarios in which users have previously interacted were rep-
resented as decision trees, similar to hierarchical diagrams that
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provide a visual guide to the choices required while using the app
(as previously illustrated in Figure 1). Focus group investigated the
scenarios’ comprehensibility (clarity of language).

The data collection was carried out on a single occasion for a
total duration of 2 hours. The individual steps will last approxi-
mately 1 hour for the test, 15 minutes for the questionnaires and
approximately 30 minutes for the focus group.

3.4 Data Analysis

Data analysis was conducted using the JASP software [19]. Descrip-
tive statistics were adopted to investigate the distribution of the
sample’s answers. The one-sample t-test (t) and the corresponding
non-parametric Wilcoxon signed rank test (V) [2] were performed
concerning the evaluation questionnaire and the UES-SF measures
to determine whether the sample’s true mean (o) statistically dif-
fered from the central value of the Likert scale (3 = neutral attitude).
The significance threshold of the p-value was set to 0.05.

4 RESULTS

In this section, we report the data about the usability and UX of
the application, the results emerging from the questionnaires, and
some insights from the focus group.

4.1 Behavioural Data

Each group (of two users) completed each scenario once. In two
cases (Scenario 6 and Scenario 9), all the groups ended the scenario
in a step with a positive outcome. Conversely, in the case of Scenario
3 and Scenario 4, most groups ended the scenario with a negative
outcome. The average completion time of scenarios ranges from
27.07s to 112.40s. A comprehensive summary is reported in Table 1.

4.2 Questionnaire Results

4.2.1 Technology use. Every user in the sample owns at least one
technological device to a maximum of four devices among mo-
bile phones, PCs, tablets, VR headsets or game consoles, with a
mean per person of 2.68 devices (SD = 0.78). In particular, only 1
teenager owns 1 device (4.55%), 8 teenagers own 2 devices (36.36%),
10 teenagers own 3 devices (45.46%), and 3 teenagers own 4 devices
(13.64%).

Regarding the regular use of the above-mentioned devices, all
adolescents regularly use their mobile phones (n = 22, 100%), almost
all use their PCs (n = 21, 95.45%), a minority of them regularly use
tablets (n = 8, 36.36%) and game consoles (n = 5, 22.73%), and only
1 adolescent (4.55%) regularly uses the VR headset.

The majority of the sample feel free to use their mobile phones
(63.64%), PCs (63.64%), and tablets (72.73% of users who own them)
without parents’ control. Instead, the use of VR headsets is more
monitored by parents (33.33% no control by parents) and a balanced
result is obtained for controlled game console use (50%). To note,
that the number of devices is limited in these last two cases (see
Figure 2a).

Every adolescent has from a minimum of 2 to a maximum of 9
social networks’ accounts with a mean 5.05 accounts (SD = 2.19)
per person. The more common socials are WhatsApp (100.00%),
Instagram (95.45%), TikTok (68.18%), Snapchat (54.55%) and BeReal
(50.00%). Less widespread are YouTube (45.45%), Threads (27.27%),
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Facebook (22.73%), Twitter (22.73%), Telegram (9.09%), Reddit (4.55%),
and Discord (4.55%). Social networks’ distribution is reported in
Figure 2b.

The time of utilization per day of devices for social networking
or gaming online is reported in Table 2 varying from “never” to
“more than 6 hours”.

4.2.2  Evaluation questionnaire. From the evaluation questionnaire
Safe Digital Teens significantly resulted appreciated, not boring,
currently targeted about thematic and population to whom it is
proposed. Users have a neutral opinion about dialogues and endings
as possibly realistic. About usefulness, they think they did not learn
many new things about socials and the app did not warn them
about situations they were not prepared for. They report the app
would be useful to other adolescents of their age but it was not
particularly useful for them. All average scores, standard deviations,
and Wilcoxon test results are reported in Table 3.

4.2.3 Usability and user experience questionnaires. Regarding stan-
dardised questionnaires, SUS scorings range from 65 to 95 with an
average score of 84.09 (SD= 7.54). This mean score stands out in
the evaluation range of good to excellent evaluation of Safe Digital
Teens usability, our sample resulted as promotor of the app.

As concerns UX, the six dimensions measured by the UEQ have
obtained the following scores: Attractiveness = 1.02 (SD = 0.73),
Perspicuity = 2.76 (SD = 0.32), Efficiency = 1.86 (SD = 0.70), Depend-
ability = 1.60 (SD = 0.57), Stimulation = 0.42 (SD = 0.71), Novelty =
0.75 (SD = 0.95). Comparing these scores with those of the bench-
mark data set, it should be noted that the Safe Digital Teens is
evaluated as excellent for Perspicuity and good for Efficiency and
Dependability (see Figure 3). It is above average compared to other
products for Novelty. Instead, Attractiveness is just below average
and Stimulation is evaluated as bad.

In the UES-SF questionnaire the class reported a significant total
high level of engagement; in particular significant positive scores
were registered in scales of Perceived Usability and Reward Factor.
Instead there were not significant results for Focused Attention
and Aesthetic appeal, so the average scores were not significantly
different to neutral score of 3. Average UES-SF results and related
analysis are reported in Table 4.

4.3 Focus Group Results

The data collected through focus group highlighted several criti-
cisms and suggestions for improving the app. The comments indi-
cate that high school adolescents might not use the app more than
once, as they reported the scenarios content as "limited". Due to
the perception of having already experienced many situations or
knowing how to behave, high school teenagers find the app more
suitable for middle school adolescents: “We have already experienced
many of the situations presented in the app or, in any case, how to
act in response to them; perhaps it would be more suitable for the
little ones, better for middle schools; in high school, you are already
an expert.” They perceive that app’s usefulness varies depending
on the gender and age of the user, being more suitable for younger
boys and girls. Boys might not take it seriously at 15/16 years old,
while some situations are more relevant for girls due to higher
risks: “The app’s usefulness depends on the user. Some may not take it
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Table 1: Percentage of Positive and Negative Outcomes and Average Completion Time for Each Scenario

Scenario Title Positive Outcomes (%) Negative Outcomes (%) Average Completion Time (s) |
1 New Whatsapp Group 50 50 103.96
2 New Follower 90.91 9.09 67.93
3 Cyberbullying 27.27 72.73 99.12
4 Loyalty Test 9.09 90.91 112.40
5 Online Gaming 72.73 27.27 48.34
6 Stealing Content 100 0 88.16
7 Real-time Geolocation 90 10 27.07
8 Ex and Social Networks 70 30 92.93
9 Challenge 100 0 91.30
Parents' control on devices Frequency of social networks
20 20
‘OC-; 15 % 15
E 19 - ERL
12} - =
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Figure 2: (a) Sample perception of parents’ control on technological devices (b) Frequency distribution of social networks’ use
in the sample

Table 2: Freqeuncy distribution of daily time spent on socials or gaming

. . . Mobile Tablet PC VR headset | Game console
Time per day of socials or gaming
n % n % n % n %0 n %
never 0 0 1 455 |3 1364 |0 0 0 0
few minutes 0 0 4 1818 |7 3182 |0 0 3 13.64
less than 1 hour 2909 |2 909 |6 2727 |1 4.55 0 0
from 1 to 2 hours 8 3636 |1 455 |4 1818 |0 0 5 22.73
from 2 to 6 hours 10 4545 |1 455 (2 9.09 |0 0 0 0
more than 6 hours, I can’t measureit | 2 9.09 | 0 0 0 0 0 0 0 0
seriously. Certain risks are more prevalent for women.” Additionally, they suggested more sophisticated and dynamic tools. The app’s
it was suggested to advise talking to a responsible adult, not only interface was judged sparse. It was suggested that Al-generated
parents, given the variability of family relationships: “The advice to images or animations be included to make the app more dynamic
talk with parents is not always applicable to everyone. Many people and game-like. The app’s use was extremely simple, with clear feed-
may not do so because they don’t have a good relationship with their back for various combinations and options, defined deadlines, and
parents. It might be better to seek guidance from a responsible adult final reviews. However, the importance of providing reasons for all
instead.”. feedback, including less negative ones, was emphasized. Further
The app was considered helpful for consultation, with the sug- improvements were proposed, such as introducing different col-
gestion to integrate it into a chat on a social network to allow users ors for intermediate severity revisions and selecting gender at the
to ask for advice on how to behave in specific situations in real beginning of the app to tailor scenarios to the user’s gender.

time, functioning as an integrated extension or chatbot. Moreover,
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Table 3: Evaluation questionnaire scores and their related one-sample Wilcoxon tests.

Evaluation Questionnaire ‘ 95% CI for Hodges-Lel

Estimate ‘ ‘ 95% CI for Rank-Biserial Correlation ‘

[ Ttems [Mean [ SD | V [ p [ Hodges-Lehman Estimate | Lower | Upper | Rank-Biserial Correlation | SE Rank-Biserial Correlation | Lower | Upper |
Did you like the app? | 3.41 | 0.67 | 50.00 | <.05 1.00 0.00 1.50 0.82 0.34 0.42 0.95
Was the app boring? 2.27 | 0.83 | 15.00 <.01 -1.00 -1.50 -1.00 -0.80 0.27 -0.93 -0.51
Do you think the is-| 4.41 | 0.59 | 231.00 | <.001 1.50 1.00 1.50 1.00 0.24 1.00 1.00
sues addressed are
current?

Do the issues ad-| 4.18 | 0.73 | 171.00 | <.001 1.50 1.00 1.50 1.99 0.26 1.00 1.00
dressed concern boys

and girls of your age?

Are the issues ad-| 1.77 | 0.87 5.00 <.001 -1.50 -2.00 -1.00 -0.95 0.26 -0.98 -0.86
dressed outdated and

no longer current?

Are the dialogues and | 3.27 | 0.83 | 41.00 0.16 1.00 -0.5 1.00 0.49 0.34 -0.16 0.84
conclusions to which

the app leads you realis-

tic?

Did the app help you | 2.18 | 0.66 0 <.001 -1.00 -1.50 -1.00 -1.00 0.29 -1.00 -1.00
learn new things?

Is the app useful for | 241 | 0.85 | 4.00 | <.01 -1.50 -1.50 -0.5 -0.88 033 -0.97 -0.61
you?

Is the app useful for | 3.59 | 0.80 | 73.00 <.01 1.00 1.00 1.50 0.87 0.32 0.60 0.96
other adolescents of

your generation?

Did the app warn | 241 | 1.14 | 3250 | <.05 -1.00 -1.50 -53.13 -0.58 0.27 -0.83 -0.11
you about situations

you were not pre-

pared for?

Table 4: UES-SF scores and their related one-sample t-tests and Wilcoxon tests. Note: For the Student t-test (t), effect size is given
by Cohen’s d; the location difference estimate is given by the sample mean difference d; the alternative hypothesis specifies
that the mean is different from 3. For the Wilcoxon test (V), effect size is given by the matched rank biserial correlation; the
location difference estimate is given by the Hodges-Lehmann estimate and the alternative hypothesis specifies that the median

is different from 3.

UES-SF 95% CI for Location Difference 95% CI for Effect Size
‘ M ‘ SD ‘ Test ‘ Statistic ‘ df ‘ P ‘ Location Difference | Lower Upper Effect Size ‘ SE Effect Size | Lower Upper
Total 332034 t 439 | 21 | <001 0.32 0.17 0.48 0.94 0.26 0.42 143
Focused Attention | 3.14 | 0.75 | t 086 | 21| 040 0.14 -0.20 0.47 0.19 0.22 024 0.60
Perceived Usability | 3.61 | 062 | V | 171.00 <01 0.83 0.67 1.00 0.80 0.26 0.53 0.92
Aesthetic Appeal | 2.69 | 0.50 | t 043 | 21 | 067 -0.05 -0.27 0.18 -0.09 0.21 051 0.33
Reward Factor | 359 | 0.60 | V | 193.00 <001 0.67 0.33 1.00 0.84 0.25 0.61 0.94
5 DISCUSSION
3.00
. The data collected from this study provide considerable insights
200 1 for the future development of the Safe Digital Teens app and, more
150 broadly, on the experiences of the adolescents in terms of techno-
mmExcellent . . .
1.00 oo logical device use and perception of dangers related to the web,
050 Above Average social media and online gaming. Parental control is infrequent for
Below Average . . N
0.00 mad mobile phones and PCs, which are teenagers’ most regularly used
0.50 ~-Mean devices. This reveals the significant discrepancy between teenagers’
100 4= N N . need for independence in using these devices and the protective
s s o S R . .
& ¢S & & measures taken by parents. Given that every teenager now pos-
&”" <@ & & . .
& S sesses at least one device, they are consistently connected to the

Figure 3: UEQ results compared to the benchmark data set.

Finally, new scenes were suggested to make the app more com-
plete and realistic: scenarios of profile hacking through a link, recog-
nizing fake friendships on social media, peer pressure to do “foolish
things”, avoiding people who cause fights, consequences of threats
on social media, and scenarios for those who might unknowingly
cause harm to others.

digital world, exposing them to opportunities as well as potential
dangers, even more without parental support [22]. This reality is
further highlighted by the fact that all sampled teenagers are active
on at least two social networks. Specifically, messaging apps like
WhatsApp and multimedia-sharing platforms like Instagram and
Snapchat are the most widely used among participant teenagers.
These results underscore the importance of the selected scenarios
developed for our app, which accurately reflect the current usage of
social networks. From the collected data, the perceived time spent
on different devices varies, but it is evident that mobile phones are
the most used, with usage times ranging from just under an hour
to more than six hours for some users. PCs and tablets also have
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significant usage times, ranging from a few minutes to over six
hours daily. This variation underscores the personal nature of de-
vice use among teenagers and highlights that mobile phones are the
primary means for connecting and playing online. Consequently,
our mobile app is well-suited for availability on teenagers’ mobile
phones as a feasible everyday tool.

Evaluation questionnaires indicate that the prototype of our
app is perceived as engaging and relevant to ongoing social situa-
tions among adolescents. However, some feedback suggests that
the realism of the proposed scenarios could be improved. More-
over, adolescents deemed that the represented situations would
not possibly affect them. Indeed, they thought they already knew
how to act in the situations proposed and that this app would be
useful for younger generations. In addition, they stated that this
app could be more beneficial for other teenagers of their age but not
for them. In psychological terms, there is a sort of unconsciousness
and distance from the probability that a dangerous, risky and grave
situation could happen directly to them. These phenomena are
called optimistic bias and subjective invulnerability [23]. Further-
more, even considering the possibility it could happen to them, they
assume (as reported) to know how to act and control the situation
appropriately. However, from the preliminary results, an average
percentage of 32.2% (range from 0% to 90.91%) of the responses
came out as unfavourable from our app. In other words, they are
not actually prepared to act appropriately when they face all on-
line risky situations. For example, 72.73% and 90.91% of the groups
ended Scenario 3 and Scenario 4 with a negative outcome, respec-
tively, while 100% of the groups successfully completed Scenario
6 and Scenario 9 with a positive outcome. Furthermore, the focus
group’s opinions supported the app’s usefulness more for girls and
young adolescents. This widespread phenomenon also emerges
from the literature according to which older and male adolescents
underestimate the risks associated with social networks [24]. For
this reason, they must be targeted through engaging apps and tools
like Safe Digital Teens, to convince them that they are not immune
to possible risky situations online. This optimistic bias, prevalent
among adolescents, may lead them to appear disinterested. How-
ever, creating a more engaging app could be beneficial towards our
objectives of increasing safety.

From a research point of view, it could be helpful in future to
propose a pre- and post-measurement of the perception of the dom-
inance of a risky online situation, of the fundamental knowledge
of “how to act if...” and the perception also of the possible dangers
in socials and gaming online. This measurement could be valuable
in exploring the probable discrepancy between self-reported con-
fidence and the results of the app, as well as the efficacy of the
psychoeducation given by the app Safe Digital Teens.

The SUS, UEQ, and UES-SF questionnaires’ results comprehen-
sively depict the Safe Digital Teens app’s usability and UX. The high
SUS score demonstrates overall solid usability, confirmed by the
UES-SF results about high perceived usability and reward. The UEQ
scores highlight strengths in perspicuity, efficiency, and depend-
ability while pointing out areas for improvement in attractiveness
and stimulation, as well as similar results obtained in the focused
attention and aesthetic appeal scales of the UES-SF. Overall, while
the Safe Digital Teens app is well-regarded for its ease of use and
rewarding experience, improving visual appeal, engagement, and

Fietta et al.

innovative features could elevate the UX from good to excellent
across all dimensions.

Finally, discussions from the focus group provide valuable in-
sights for contextualizing and enhancing the quantitative findings.
Participants suggested that while the app has high usability, its con-
tent, design, and interface may not sufficiently engage older teens
or repeat users. For instance, introducing more gamification and
animation content or integrating the app as a supporting chatbot
could be helpful. These comments align with the low stimulation
scores and indicate a need to enhance the app’s long-term engage-
ment and visual appeal attractiveness strategies. Instead, positive
comments reinforced the high perspicuity, efficiency, and depend-
ability scores from the UEQ and, generally, the app’s clarity and
ease of use.

6 CONCLUSION AND FUTURE DIRECTIONS

Safe Digital Teens was developed as a prototype to test its level of
acceptability and perceived usefulness. Future developments will
align with the feedback provided by teenagers: incorporating more
dynamic and interactive elements, improving the visual appeal, and
integrating social media features could significantly enhance user
satisfaction and engagement, making the app more appealing to
broader and more diverse user populations. Furthermore, in future,
the research’s next steps will focus on testing the efficacy of the
app and its utility after modifying and integrating the usability
aspects that emerged from the prototype test described here. For
example, future developments include the introduction of gami-
fication elements, such as avatars, points, and badges, as well as
enhanced progress monitoring with feedback messages about the
improvements made using the app.

Indeed, with the synergistic collaboration between professionals
in the IT and psychological fields, our research group aims to create
an accessible and exciting application for adolescents. Considering
our future target population (11-16 years), the application will be
designed with a language suitable for the age group, ensuring the
content is relevant and understandable for all users. In addition
to being more interactive and engaging, the app could contribute
to responsible technological education and the safest use of social
media by the individual adolescent user. To conclude, our future
challenges will consist of creating an app that can help train a
generation of aware, responsible and resilient users online, counting
on teenagers’ precious suggestions and feedback presented in this
study.
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