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Abstract

The non-consensual spread of intimate images and videos is a
problematic phenomenon exacerbated by the rise of unmoderated
instant messaging platforms like Telegram, where anonymity guar-
antees meet a loose regulatory framework. The popularity of Tele-
gram groups, channels, and bots where intimate material is shared,
along with the severe health consequences associated with this
abuse, requires urgent responses and solutions. In this context, we
discuss a tool aimed at characterizing the intricate network of Tele-
gram online spaces related to non-consensual pornography and to
locate (even slightly edited) copies of images shared across channels
and groups. We also discuss the ethical issues associated with our
proposal.

CCS Concepts

« Social and professional topics — Computer crime; Pornog-
raphy; - Information systems — Social networking sites.

Keywords
Non-Consensual Pornography, Telegram, NCII, Revenge Porn

ACM Reference Format:

Mirko Franco, Ombretta Gaggi, and Claudio E. Palazzi. 2024. Characterizing
Non-Consensual Intimate Image Abuse on Telegram Groups and Channels.
In 4th International Workshop on OPEN CHALLENGES IN ONLINE SOCIAL
NETWORKS (OASIS °24), September 10—13, 2024, Poznan, Poland. ACM, New
York, NY, USA, 6 pages. https://doi.org/10.1145/3677117.3685008

1 Introduction

Non-consensual pornography - the dissemination of intimate im-
ages and videos without the depicted subject’s consent - has re-
ceived a boost from the rising diffusion of the Internet and instant
messaging applications (e.g., WhatsApp, Telegram, Instagram Di-
rect, etc.) [26]. The intimate material can have different origins. For
example, the perpetrator might share stolen intimate material (e.g.,
after having taken photos of unaware people in a changing/fitting
room, etc.) or content depicting minors (e.g., of a family members,
etc.). Images and videos might also have been stolen from private
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cloud spaces or unencrypted hard disks. Moreover, intimate content
might also be part of datasets related to medical examinations, such
as mammography or urological examination. Finally, this phenom-
enon is also one of the negative consequences of sexting, i.e., the
practice of sharing self-generated sexual content through techno-
logical mediums! (e.g., instant messaging applications, etc.).

The terms “non-consensual pornography” and “revenge porn” have
been used interchangeably by researchers and major press for along
time. However, scholars have recently started to consider the latter
as problematic. Indeed, the idea of revenge raises the risk of second
victimization, and the research community deems that shifting the
focus to the non-consensual nature of the sharing rather than to
the pornographic one is necessary. Moreover, intimate material
is not always shared to seek revenge, but the perpetrator might
disseminate that content just for the pleasure of doing so or to
obtain other erotic material.

The frequency of the phenomenon is difficult to assess. How-
ever, studies conducted in Australia and the US estimated that a
percentage between 10% and 25% of participants had experienced
non-consensual pornography in their life [19, 27, 34]. These percent-
ages are very high if we consider the number of users using OSNs
and the severe health consequences associated with non-consensual
pornography, such as psychological disorders, self-harm, and even
suicide [2, 24, 32]. In this context, we must also consider that messag-
ing applications do not protect users from non-consensual intimate
image abuse due to the possibility of sending any content to anyone
without relevant limitations [10—12]. This fact is also due to the
closed nature of messaging platforms compared to traditional social
media like Facebook and Twitter.

Despite the increasing research efforts (and in response to them)
to enhance and better understand content moderation on messag-
ing systems [10-12, 22, 29, 33], alternative platforms have emerged,
offering an unmoderated environment where users can freely share
content and discuss without restrictions, where accessing the enor-
mous amount of exchanged information is complex, and so even its
analysis. One representative and famous yet controversial example
is Telegram, a messaging application similar to WhatsApp, increas-
ingly used by malicious actors, such as white supremacists [13],
terrorists [38], crypto investors [25], and so on, to spread misinfor-
mation and illegal content, thanks to the anonymity guaranteed
by the platform and the flexible regulatory framework?. Unfor-
tunately, Telegram has become famous even for the spreading of
non-consensual pornographic (i.e., erotic) images across its groups
and channels [24, 35].

IFor a review of sexting definitions, see Barrense-Dias et al. [1]
2For more information, see https://telegram.org/faq
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In addition to the presence of controversial content and border-
line (if not illegal) activities, those groups are organized in compli-
cated structures, where there are several copies of the same content
and backup clones of some groups and channels, so even in case of
ban, their activities do not come to an end [23, 30, 31]. Moreover,
the spread of material and misinformation does not always happen
in public groups but also in private (even huge) ones, requiring
users to join the group before seeing the content; to join some of
them, users have to explicitly ask for permission which has to be
approved by an administrator. In some cases, users must start a Tele-
gram bot to obtain the link to join a group. In other cases, the link
is provided by the group administrator after having received proof
of required payment, even though this is clearly illegal. Therefore,
the structure (i.e., the topology) of these groups and channels is
complex and not fully known, making control over the exchanged
content, including its deletion, not possible.

In this context, inspired by the work of Franco et al. [10-12]
and grounded on the work of Semenzin et al. [35], we discuss a
possible tool capable of exploring and analyzing the structure of
non-consensual pornography groups and channels on Telegram, to
locate copies of images sent without the owner’s consent (even in
case of slight editing), if any, and to reconstruct their path within
the network, if possible. Considering the closed nature of Telegram
(and other instant messaging applications) and the consequent
difficulties in moderating content and tracing cases of intimate
image abuse, this tool can help shed light on this phenomenon,
providing a comprehensive and real-time picture of the current
landscape, and facilitating the search of potential non-consensual
pornography cases. Moreover, our proposal is also useful for content
creators whose content is often sent by malicious users outside the
platform where they were originally posted, representing a case
of copyright infringement, among other violations. For example,
consider the case of OnlyFans - the famous subscription-based
social media platform containing mainly pornographic content -
where the content is often leaked on other OSNs (e.g., on Telegram),
representing a case of non-consensual pornography [36]. To the best
of our knowledge, this is the first attempt to analyze the topology of
Telegram’s groups and channels and to develop tools to characterize
and better understand the famous yet unsolved problem of non-
consensual pornography on this platform.

The remainder of this paper is organized as follows. Section 2
presents a review of the relevant literature. Section 3 provides
some background information on Telegram. Section 4 presents
and discusses an approach to characterize and better understand
the phenomenon of non-consensual pornography on Telegram
groups and channels, as well as to search material shared across
them. Section 5 discusses the ethical issues associated with the
development of the tool proposed in this work and its limitations.
Finally, we draw our conclusion and present some future research
directions in Section 6.

2 Related Work

In this section, we provide an overview of the relevant literature
about the analysis of the topology and characteristics of OSNs, as
well as of recent research efforts on contrasting non-consensual
pornography.

Mirko Franco, Ombretta Gaggi, and Claudio E. Palazzi

2.1 Analysis of Topology and Characteristics of
Online Social Networks

Several studies analyzed the characteristics and the structure of
OSNs. For example, Chang et al. [3] presented a comprehensive sta-
tistical overview of Tumblr - one of the most famous microblogging
platforms - and compared it to other popular social networking
services like Facebook and Twitter. Guidi et al. [16] investigated and
modeled the interaction of users within 18 heterogeneous groups
using the concept of Member Network, defined as the network of
users’ active relationships with the other group members. Their
results suggested that each member network presented a hierar-
chical structure coherent with Dunbar’s Circles. De Salve et al. [7]
proposed a general framework to predict the most influential users
within Facebook groups.

Focusing on instant messaging applications, Melo et al. [28, 29]
investigated the circulation of misinformation across WhatsApp
groups dedicated to political discussion in Brazil by analyzing 10
million messages from 1101 public groups. Their results showed
several flaws in managing viral content on WhatsApp, in particular
regarding the feature “Forwarded Many Times”, and suggested that
misinformation campaigns rely on these flaws to reach a broader
audience. Instead, Hoseini et al. [21] characterized public groups
from Discord, Telegram, and WhatsApp, whose URL (or invitation
link) had been shared on Twitter. In particular, they figured out that
a consistent number of the analyzed Telegram groups were about
pornography and sex, as well as that the URLs were ephemeral,
showing how these groups have a limited lifespan. Moreover, they
discovered the possibility of obtaining Personally Identifiable In-
formation (PII) such as phone numbers, highlighting the need to
design safer messaging applications and improve users’ awareness
on this topic. Junior et al. [22] developed a web-based tool to moni-
tor the political debate on Telegram’s groups and channels during
the 2022 Brazilian elections.

Considering the topic of intimate image abuse, Semenzin et
al. [35] analyzed the role of Telegram in the unauthorized sharing
of intimate images and how this is associated with the dynamics of
gender inequality, focusing on the Italian case. However, no pre-
vious work analyzed the structure of Telegram’s non-consensual
pornography groups and channels. In this context, our research
advances the current state of the art.

2.2 Contrasting Non-Consensual Pornography

The topic of sexting and its consequences has been extensively ad-
dressed by the Human-Computer Interaction (HCI) and Computer-
Supported Cooperative Work (CSCW) research communities. For
example, Razi et al. [32] analyzed 4180 posts on an online peer sup-
port platform to understand how adolescents seek support about
sexting and the potential consequential issues, such as unwanted
sexual solicitation or the unauthorized sharing of intimate content.
Following the same direction, Hartikainen et al [18] examined how
adolescents respond and support their peers about the aforemen-
tioned topics and how teenagers tend to agree on a set of rules
around safe sexting. Coduto et al. [4] investigated the how people
manage shared sexual content after a relationship breakup and
provided some design suggestions to build safer systems for sexting
while keeping the breakeup in mind.
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The issue of non-consensual pornography has also been ad-
dressed from a technological point of view. For example, Franco et
al. proposed some guidelines for developers to build messaging sys-
tems safe by design for sexting in [11] and described the proposed
platform, named SafeSext, in [12]. Moreover, considering the rising
decentralization of social services [5, 14, 15], Franco et al. [10] also
presented two decentralized solutions to contrast the unauthorized
sharing of private content, including non-consensual pornography.
Instead, Falduti et al. [9] introduced a flow-based chatbot to support
victims in reporting cases of intimate image abuse. Following this
direction, De Angeli et al. [6] evaluated different interaction styles
with user interfaces for reporting non-consensual pornography.

However, no prior research focused on contrasting and better
understanding intimate image abuse in real and popular messaging
platforms like Telegram. In this sense, our contribution advances the
state-of-the-art, offering tools for law enforcement and to protect
users more effectively and promptly.

3 Background: Telegram

Released in 2013, Telegram is an instant messaging platform with
around 800 million active users monthly [37]. In particular, the
number of active users has seen a rise in 2021, when many of them
moved from WhatsApp to Telegram after the update of the privacy
policy of WhatsApp [20].

On Telegram, users can share text messages, images, videos,
audio, stickers, files weighing up to 2 GB, contacts, and their real-
time position. Users can also make audio and video calls, without
sharing the phone number or other private information. Besides
the traditional one-to-one chats, Telegram also offers:

e Groups: collaborative spaces where the communication is
many-to-many, i.e., users can communicate simultaneously,
containing up to 200.000 members. Administrators can man-
age the groups settings, including adding or removing mem-
bers, setting permission for posting content, pinning im-
portant messages, and more. Groups can be either public
or private. Public groups are accessible to anyone and can
be found through search, while private groups require an
invitation to join, like an invitation link.

o Channels: spaces designed for the broadcasting of messages
that can have an unlimited number of subscribers. Unlike
groups, channels are typically used for one-way communica-
tion from the administrators to the subscribers. Similarly to
groups, channels can be either public or private. Public chan-
nels can be searched and joined by anyone, while private
channels require an invitation link.

e Bots: specialized automated accounts designed to interact
with users and groups and perform a variety of tasks, from
providing information and notifications to managing groups
activities, through programmed commands and responses.
Developers can build Telegram’s bots by leveraging the Tele-
gram Bot APL

Unfortunately, as mentioned above, these groups, channels, and
bots are used for several harmful or even illegal activities, includ-
ing the non-consensual sharing of intimate images, by exploiting
an intricate network where access and detection are not always
straightforward.
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The dimensions of these spaces (groups and channels) are not
predictable but range from a few tens to 30,000 participants, with
peaks up to 60,000 members for those aimed at spread content made
with hidden cameras [35]. Considering these numbers, character-
izing the phenomenon and developing tools to track the unautho-
rized sharing of intimate material is more than urgent to safeguard
people’s psychophysical integrity and guarantee safer and more
enjoyable online environments.

4 An Approach to Analyze Non-Consensual
Pornography on Telegram

To shed light on the phenomenon of non-consensual pornography
on Telegram groups and channels, we design and propose to develop
a comprehensive tool to reconstruct the intricate network and
relationships of groups, channels and bots and to search material
shared across these (closed) online spaces, leveraging the Telegram
API and/or TDLib. More specifically, we envision the development
of a customized web client for Telegram, accessible only to a limited
set of authorized users (e.g., Internet police).

Algorithm 1 Algorithm for building the graph starting from some
seed groups, channels, or bots (online spaces)

function BurLD-GRAPH-TELEGRAM(seedSpaces)
Stack « []
push(Stack, seedSpaces)
graph — []
while Stack is not empty do
space «— pop(Stack)
if space not visited then
space.visited = True
URLs « space.URLs
for all URL in URLS do
if URL not reachable then
space.remove(URL)
else
destinationSpace < URL.destinationSpace
push(Stack, destinationSpace)
end if
end for
append(graph, space)
end if
end while
return graph
end function

To reconstruct the complex network of groups, channels, and
bots and better understand its structure and characteristics, such as
the influential spreaders, we must represent it as a graph G = (V, E),
where the vertices V are the aforementioned online spaces while
the edges E represents the relationships among them. The nodes
are of thee different types, each representing one kind of space. The
edges can represent different relationships. For example, the most
obvious is that if there is an edge between v; and vy, then v; has a
link (i.e., an URL) pointing to vs.

To create the graph, we must visit the various nodes (i.e., groups,
channels, etc.) starting from some seed nodes, using Depth-First or
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Figure 1: Example of possible structure of the non-consensual
pornography network on Telegram

Breadth-First strategies. We report in Algorithm 1 the pseudocode
of a (multi-source) DFS adapted for our purposes. We assume that
all the nodes are initially not visited, as they are not known in the
real scenario. The function returns the graph represented in the
adjacency-list form, which consists of an array Adj of |V| lists, one
for each vertex. For each u € V, the adjacency list Adj[u] includes
all the vertices v such that there is an edge (u,v) € E.

This algorithm provides a graph representation of the structure
created by these different groups. Figure 1 shows an example of
this complex set of groups, channels, and bots. This representa-
tion allows further analyses, such as the computation of measures
to identify nodes that influence the network (e.g., closeness cen-
trality, etc.), to count the connected components of the graph, to
understand the flow of information, and so on.

To detect cases of intimate image non-consensual sharing abuse
within this network, we need first to be able compare images effi-
ciently and define when two pictures can be considered the same.
First of all, we cannot compare images directly for efficiency rea-
sons, but we must compute more concise representations, like hash
values, and compare them. Moreover, messaging platforms usually
apply some form of compression before sending pictures to the
recipient, or malicious users can edit them to avoid detection by
automated systems, thus modifying the bit-level representation
while keeping (quite) unaltered the visualization. If interested in
detecting only bit-level identical copies of an image, we could use
one of the cryptographic hashing functions, such as MD5 or SHA-1,
which map different pictures (even just for one bit) to diverse hash
values. The probability of error (i.e., computing the same hash val-
ues for two different images) is equal to the likelihood of collision of
the hash function, which is nearly zero. As already mentioned, the
characteristic (and the problem) of this type of hashing functions is
that a single bit change in the picture will result in a significantly
diverse hash value. This means that by slightly editing an image, a
malicious user would be able to avoid the image to be detected as
corresponding to the original one.

Therefore, as we need to detect even edited copies of an image,
we must use the so-called perceptual hashing, as also mentioned
and done in other recent works [10-12, 23, 30]. Perceptual hashing
is a mapping of similar images to similar hash values and different
pictures to different fingerprints [8]. More formally, perceptual
hashing functions respect the following properties:
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(1) Uniform distribution of hash values
PHX)=a] = ziL,va e {0, 1}F (1)
(2) Pairwise independence of visually distinct pictures X and Y
P[H(X) = alH(Y) = f] ~ P[H(X) = a],Va, f € {0, 1} (2)
(3) Invariance for visually similar pictures X and X
P[H(X) =H(X)] ~ 1 )
(4) Dissimilarity for visually different pictures X and Y
P[H(X) =H(Y)] ~ 0 4)

where P represents probability, X, X, and Y are pictures, & and
B are hash values, H is the hashing function, and {0,1} denotes
binary strings of length L. Considering the last two properties, once
we have the hash values of two images, we can easily compute a
distance measure (e.g., the Euclidean distance) and use a prefixed
threshold for comparison (e.g., if the computed distance is below
the threshold, then the two pictures are the same).

Algorithm 2 Algorithm to locate even (slightly) edited copies of
images shared across groups and channels

function SEARCH-IMAGE(graph, currentImage)
nodes «— graph.vertices
hashValue «— getHashV alue(currentImage)
occurencies « []
for all node in nodes do
listOfImages < node.sentImages
for all image in listOflmages do
if IsTheSame(currentImage, image) = True then
add(occurencies, node)
end if
end for
end for
return occurencies
end function

Once we have decided when two pictures have to be considered
the same, to search for copies of an image within the graph, we
need to iterate over all the nodes (i.e., the groups and channels).
Then, for each node of the network, we must check whether any of
its images is equal to the considered picture (the one we are looking
for), as shown in Algorithm 2, using the hashing function. The
result is the list of nodes, equivalent to groups and channels, where
an occurrence has been found. A possible example of visualization
is shown in Figure 2. The user (e.g., law enforcement) can upload
an image through an input field. The system executes Algorithm 2,
possibly discovering groups and channels where the considered
picture has been shared without the owner’s consent. The system
visualizes each occurrence along with the group/channel’s name,
the number of copies, and the sender’s username on a protected
webpage.

Unfortunately, the topology of the Telegram non-consensual
pornography groups, channels, and bots is not fixed and stable over
time. Conversely, groups are continuously ended and recreated,
and the flow of messages and multimedia content across them is
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Figure 2: Possible visualization of the search results of an
image across groups and channels

constant and enormous, especially in large groups. Therefore, the
proposed tool should periodically update its knowledge about the
structure of the underlying set of groups and channels, also opening
the possibility of performing temporal analyses on the graph to
understand how the structure of those spaces changes over time.

5 Limitations and Ethical Issues

Several ethical concerns need to be addressed before developing
the proposed system. First and foremost, the development of the
tool proposed in this work requires having access to Telegram’s
non-consensual pornography groups and channels, including their
members and content. Although these data are already available
on Telegram, there is no consensus yet on how to manage research
on closed groups, as demonstrated by the case of the T3 research
team [39]. While we agree on the importance of obtaining users’
informed consent and protecting their privacy, we cannot reveal
our purpose and identities to the members of groups and channels
without undermining our research’s and tool’s aim. This method-
ology is considered ethical when no other options are available,
and it was also used in [35]. We believe that the public relevance of
the problem of non-consensual pornography on Telegram and the
damages to the victims of this phenomenon, as well as the lack of
awareness and knowledge around it, justify this research and its
methodology. Nonetheless, we need approval from an Institutional
Review Baord (IRB) before accessing Telegram’s groups and devel-
oping the tool. To further preserve users’ privacy, the tool must
be deployed on a private server with a strict access management
policy.

Moreover, preserving researchers’ well-being is imperative, con-
sidering the sensitive nature of the topic and the chance for them
to come into contact with objectionable content, as usual in the
management of human moderators workforce [17]. For this reason,
implementing proper training on how to conduct research on these
sensitive topics and providing access to psychological support to
the research team would be helpful.
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Training is also essential for the legal aspects of this research.
Indeed, while developing the aforementioned tool is technically
feasible, we must comply with Telegram’s terms of service and
national and international regulations. In particular, these groups
and channels might contain illegal content, such as pornographic
material depicting underaged people. Child pornography is prohib-
ited in most countries; understanding how to manage even these
aspects is essential before undertaking the development.

Finally, despite the efforts to cover and reconstruct the largest
part of the network, some groups and channels might not be discov-
ered (e.g., if they are not connected with other groups). In addition,
payment through PayPal or similar methods might be required to
access some groups, even if it is illegal. Accessing those groups
might not be possible due to institutional and legal constraints, so
analyzing the content shared within those spaces would not be
possible.

6 Conclusion

Non-consensual pornography - the non-consensual sharing of inti-
mate content (e.g., images, videos, etc.) without the depicted sub-
ject’s consent - has been amplified with the diffusion of the Internet
and OSNs while being considered a criminal offense (e.g., in Italy
since April 2019). The anonymity and the loose regulatory frame-
work offered by unmoderated platforms like Telegram have been
the ideal context for the rise of a dense and intricate network of
groups, channels, and bots with up to 60,000 members aimed at
the diffusion of intimate material, also becoming an issue of public
debate in some famous cases. The size of the phenomenon and
the severe health consequences of non-consensual pornography
require us to act urgently to protect people’s well-being and build
safer online communities, especially for the most fragile part of the
population.

In this context, we have proposed the development of a com-
prehensive tool to characterize and analyze the structure of the
set of Telegram groups, channels, and bots aimed at disseminating
intimate content, as well as to locale (even slightly edited) copies
of intimate images and videos. Our envisioned tool is composed of
a web client, accessible only to authorized people, that leverages
the Telegram API and/or TDLib to communicate with Telegram,
and can reconstruct the graph representing the structure of the
various channels, groups, and bots starting from some seeds. More-
over, the proposed approach can also be applied to other messaging
platforms if those applications provide the necessary APIs and the
possibility to access their online spaces through URLs or other
equivalent ways.

Our research endeavors are poised to expand in several direc-
tions. Primarily, we would like to address the ethical issues associ-
ated with the development of the proposed system, as well as to
involve potential stakeholders, such as law enforcement and the
Agency for Digital Ttaly (AgID)3, to discuss the foreseen impact of
the tool on society. Moreover, we plan to evaluate the compliance
of the proposed tool with Telegram’s terms of service and national
and international regulations. Finally, we would like to extend the
proposed approach to other illegal, inappropriate or problematic
content.

Shttps://www.agid.gov.it/it
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